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may also be harvested from cell phones. This oversight can
prove costly. It may lead to claims of spoliation or failure to
comply with the ESI requirements.4 Failure to consider cell
phone ESI may also leave evidence undisclosed. Generally,
time is of the essence with cell phones. Continued use of a cell
phone can modify, alter or delete potential ESI.

Basic Cell Phone Knowledge
Most cell phones have a basic set of comparable features

and capabilities. They house a microprocessor, read only mem-
ory (ROM), and random access memory (RAM). The operat-
ing system (OS) of the device is held in ROM, which with the
proper tools typically can be erased and electronically repro-
grammed.5

Digital data is fragile, short-lived and can be overwritten.
Cell phone forensics can be complex due to the fact that data
storage is proprietary and unique based on the manufacturer,
model and system.

Cell phones with advanced technology and capabilities are
referred to as smart phones. Generally, these come equipped
with considerable memory capacity, QWERTY keyboards,
touch-screen functionality, very high speed data transfer, WiFi
capabilities, and MS Office software. They may also have built-
in Mini Secure Digital cards (MiniSD) (these are the size of a
postage stamp which can store 4 GB or more), or other types of

card slots that support removable memory cards. This memory
storage is a target rich environment for evidentiary material.

Most, if not all cell phones support voice and text messag-
ing, a set of basic Personal Information Management (PIM)
applications that includes phonebook and calendar functional-
ity, and a means to synchronize PIM data with a desktop com-
puter.

Best Practices for Collecting Forensic
Evidence from a Cell Phone 

Best practices include:6

• Before handling, consider what other types of
evidence, such as DNA or fingerprints are needed
from the phone and follow the appropriate han-
dling procedures.

• Turn the phone off to prevent the loss of data as
the battery may expire or network activity may
occur.

• If the phone remains on, it should be kept
charged and not tampered with. It should be
turned off before transport.

• While the phone is on, make all efforts to
remove the phone from the network; this includes
putting it into airplane mode or wrapping it in
several layers of aluminum foil to prevent alter-
ation or deletion of data.
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• The cell phone should be placed into an evidence
bag, sealed to restrict access, and the labeling pro-
cedures completed for the exhibit to maintain a
chain of custody.

This model and evidentiary principles discussed above con-
tain important points that should be considered when dealing
with cell phones. Because each investigation is distinct with its
own unique set of circumstances, a single definitive procedural
approach is difficult to prescribe. One size does not always fit
all.

The Electronic Crime Scene Investigation - A Guide for
First Responders, produced by the U.S. Department of Justice,
offers the following suggestions when approaching a digital
crime scene.7

• Securing and Evaluating the Scene - Steps should be
taken to ensure the safety of individuals and to identify and
protect the integrity of potential evidence.

• Documenting the Scene - Create a permanent record of
the scene, accurately recording both digital-related and conven-
tional evidence.

• Evidence Collection - Collect traditional and digital evi-
dence in a manner that preserves their evidentiary value.

• Packaging, Transportation, and Storage - Take adequate
precautions when packaging, transporting, and storing evi-
dence, maintaining chain of custody.

Because cell phones today can quickly become a one-stop
multimedia evidence kit, best practices should be adhered to
when collecting forensic evidence from a cell phone.

Chain of Custody 
Chain of custody refers to a written account of individuals

who had sole physical custody of a piece of evidence from the
time it was "collected" until final disposition. This includes
without limitation describing:

• What is it? 

• Who or where it was taken from? 

• How was it collected? 

• Reason for transfer of possession? 

• Who is taking possession and why? 

• How it was stored? 

• How was it protected in storage? 

• Who took it out of storage? 

• Why was it taken out of storage?

Evidence should be collected in a manner that is suitable
for admissibility in a court of law. It may not be obvious when
an investigation is initiated that court action may subsequently
follow. For example, when a computer security incident is first

detected, the first instinct might be solve to the problem and
not take evidence collection into consideration. As a word of
caution, if you don't follow this principle, important evidence
might be overlooked, improperly handled, or accidentally
destroyed before the seriousness of the incident is realized.8

A Gold Mine of Evidence 
Cell phone data may answer the: who, what, where, how,

and why. First and foremost, the first nugget of gold is the
phone itself. Using state of the art digital software, you may be
able to acquire the following ESI from a cell phone:

• Calls made (date, time, duration)

• Calls received (date, time, duration)

• Last dialed number (LDN)

• Contact list (personal phone book)

• Text messages

• Photographs

• Video clips

• Calendar

• Emails

• Customized ring tones (a distinctive ring-tone
may be remembered by a witness to place some-
one at a physical location)

• Location (establish people's physical location or
direction of travel)  

The second nugget of gold is the SIM card (subscriber
identity module). The SIM card is simply a smart card con-
taining a processor and non-volatile memory. In cell phones,
the SIM card is used as a storage device for subscriber related
data.9 A forensic examiner may find the following useful pieces
of information on the SIM card:10

• Location Area Identifier - this identifies where
the cell phone is currently located. This value is
retained by the SIM card when the phone is
turned off. This is useful for determining in
which location area the cell phone was last used
when it was operating.

• Serial Number - this number can be retrieved
without providing the PIN (personal identifica-
tion number) and will therefore identify the SIM
itself.

• Customer Number - is referred to the IMSI
(international mobile subscriber identity) which is
the customer identification number which will
allow you, with the aid of the network provider, to
identify the customer who owns the cell phone.

• Cell phone number - is referred to as the MSIS-
DN (mobile subscriber integrated services digital
network).

The following information may be found on a SIM card.

CELL PHONE FORENSICS



• Text Messages - normally there is space on the
SIM which will show the last 12 test messages
that were sent. In addition, cell phones also store
messages in memory. Most cell phones use the
SIM memory first before using the internal mem-
ory.

• Deleted Messages - similar to deleting a file on
a typical hard drive; the first byte is set at zero.
This means that deleted messages can be retrieved
except for the first byte as long as a new message
has not overwritten the old message.

• Phonebook - most cell phones have the ability to
store at a minimum 100 dial numbers with an
associated name.

• Last Dial Numbers - most SIM cards only store
the last 5 phone numbers. However, most phones
store many more last dialed numbers on the
phones internal memory.

Conclusion
Cell phones are very personal items and may contain ESI

that could be relevant in a civil or criminal investigation.
Utilizing cell phone forensics may provide you with a nugget of
information that will help you win your case. Without cell
phone forensics, you or the judge/jury will always be wonder-
ing, "What if..."
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